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 Introduction 1

The topic of connected and automated driving is very present today and examined from lots of 

perspectives and on lots of distinct levels. This is because this topic is very extensive and influences 

lots of people, directly or indirectly. Prof. L. Eckstein created the 5-layer model depicted in Fig. 1 to 

illustrate this wide range and complexity of the topic and also to highlight the interaction between as 

well as within the layers. Five layers are chosen to describe the whole topic, namely a technical layer, 

a human factors layer, an economics layer, a legal layer and a societal layer. 

In each layer the “participants” vehicle, driver and environment influence each other and all 

interrelations have to be considered by introducing automated driving functions. The same applies to 

the relations between the five layers in the vertical direction. A holistic view across all layers is 

important when talking about the development of safe, connected and automated driving.  

 

 

Fig. 1: 5-layer model on Automated Driving by Prof. L. Eckstein 

The technical feasibility and the regulatory framework are in the foreground today and therewith these 

two layers (technical and legal layer) are of highest interest in this deliverable. The societal layer was 

already topic in work package 2 of the SCOUT project, when user expectations, goals, ideas, 

reservations and requirements were investigated. The economics layer on the other hand is part of 

work package 4 within the project with a scope on the identification of sustainable business models. 

During the development of automated driving functions (technical layer), especially when focussing on 

SAE level 3 functions, the human factors layer must be considered in any case. Human behaviour 

after a take-over request (TOR) is not investigated entirely and needs more research. 

When concentrating on SAE level 4 functions, the legal layer becomes even more relevant since the 

whole responsibility is with the system because no driver is in the loop as fall-back level. The current 

laws must be reviewed and partly adapted to enable the market introduction for higher level 

automation systems. 
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This deliverable focuses on the technical and legal layer and gives an overview of the current state of 

the art in this regard, including some conclusions for future steps based on the results. This work 

serves as a basis for the SWOT analysis in this work package and is closely collaborating with the 

next work package (WP4) within the project SCOUT, in which new sustainable business models have 

been identified to build the basis for identifying barriers for implementation. 

 

 Technical Layer 2

To enable the technology of automated driving at various automation levels, multiple systems have to 

interact with each other. A vehicle needs to perceive all surrounding objects and localize itself in the 

environment before choosing all relevant objects to be considered for the subsequent motion planning 

task. Thereby not only the current situation, but also a prediction of the movement of the ego vehicle 

and the relevant objects have to be taken into account. The necessary perception task is divided into 

two parts, which are the sensor part and its technology and the computing part, e.g. sensor fusion.  

Several sensor sources (radar, camera, lidar etc.) are aggregated via sensor fusion to enable the 

vehicle to perceive its surrounding and act accordingly. Furthermore, function specific software needs 

to take this information as input to decide what actions the vehicle shall take and execute them using 

actuators build into the car. [1] 

 

During this chapter a summary regarding these systems will be given, subdivided into four categories.  

 

2.1 Sense 

Modern vehicles are already equipped with a wide range of sensors to model the vehicle environment 

which is the basis of several driver assistance systems. In the first part of this chapter, a general 

overview of today’s state-of-the-art sensors is given, followed by an introduction of current sensor data 

fusion mechanisms. Finally, some selected sensor set-ups are presented as seen in today’s 

production, but also prototype vehicles. 

 

 In-Vehicle Sensors 2.1.1

A potential differentiation between sensors is whether they acquire information of the environment 

outside the vehicle or if they collect data of the status of the vehicle or the driver. Inside information 

would for example contain data regarding the current steering angle, velocity, acceleration as well as 

the fatigue of the driver, his general attention, or even health factors. A short list of sensors gathering 

in-vehicle information is given in the table below.  

 

In-Vehicle Sensors 

Sensor Function Source 

Wheel Speed 

Rotation 

Used for ESP, ABS, ACC to measure the wheel specific speed, 

acceleration concluding in overall vehicle speed and direction. 

Furthermore, finds its use in multiple vehicle parts like steering, engine 

or transmission system 

[1][4] 

Steering Angle Used for ESP or active steering [1] 

Vehicle Rotation 

and Acceleration 

Gathers information regarding the vehicle acceleration and rotation 

along all vehicular axes 
[1][4] 

Braking Pressure 
Applied braking pressure, used for ESP and braking maneuvers in 

emergency situations 
[1] 
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Driver Camera Can for example measure driver awareness or fatigue [5]  

Smart Seat / 

Steering wheel 
Can measure the driver’s health status (heart rate, temperature) [3] 

Tire Pressure 

(Sensors) 
Can measure tire pressure to notify Tire Pressure Monitoring System [2] 

Battery Health 

(Sensors) 
Monitor state of car battery [3] 

 

 Vehicle Proximity Sensors 2.1.2

The challenges for sensors to observe the surrounding of a vehicle is the variety of traffic participants. 

New traffic participants with completely different characteristics might enter the viewing area of the 

sensors and therewith enforce the need for a multitude of different sensor devices, all of them having 

strengths and weaknesses. In the following, these environment sensors are described one by one, 

including a brief summary of their advantages and disadvantages. 

 

Radar sensors 

A radar sensor works by sending out and receiving reflected radio waves and thereby registers the 

relative angle and distance between objects and the sensors as well as potential additional information 

such as the relative velocity of acceleration. Radar sensors are often used for driver assistance 

systems applications such as adaptive cruise control (ACC), blind spot detection (BSD) or parking 

assistance. 

A list of benefits and disadvantages of these sensors can be taken from the table below.  

 

Radar – Sensor 

Advantages 

Strong independence from outside effects (weather, dirt, light conditions...) [1][4] 

Small, compact form [1] 

Can be built in concealed as measurements can be taken through plastic [1] 

Precise distance measurement [1] 

Disadvantages 

Area of detection can be comparably small [1] 

Potential inference due to other radars (might lead to false-positives) [1] 

Only little object classification capabilities [1] 

Vertical measurements are imprecise [1] 

 

Radar sensors are classified in three categories depending on their detection distance 

 Close-Range:  Maximal distance of roughly   30 meters 

 Mid-Range: Maximal distance of roughly 100 meters 

 Long-Range: Maximal distance of roughly 200 meters 

 

Following [1], multiple frequencies are available, but the trend is towards 77GHz, as this frequency 

offers a better distinction between objects and shows a higher robustness with respect to object 

movement (Doppler frequency shifts). Furthermore, the frequency is suitable for all three ranges and 

gives an economic advantage in the provision of one sensor working for three different functions. 

 

LIDAR sensors 
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Light detection and ranging (LIDAR) use a measurement system that is comparable to radar sensors; 

instead of radio waves, light waves are used. A bundle of beams (either in ultraviolet, infrared or 

visible spectral range) is sent out and the time until the echo is received is measured. Therewith the 

position of an object relative to the sensor can be measured. Since a single source sensor can only 

detect objects in one direction, either multiple sources or a rotating mirror system need to be used to 

increase the area of detection [1]. The different approaches lead to different forms of the sensor 

module. The mirror based system leads to some problems, as the current measured point needs to be 

projected backwards in respect to the mirror alignment and the placement of such systems can only 

be realized in very few places. The advantages and disadvantages of LIDAR sensors are listed in the 

table below. 

 

LIDAR – Sensor 

Advantages 

Good distance measurement in all axis [1] 

Detection at the speed of light allows for fast sampling [1] 

Fine resolution [1] 

Independent of daylight [1][4][5] 

High distance capabilities (200 m and more) [1][5] 

Disadvantages 

Failure prone towards dust, mirror effects, light absorbing surfaces and rain [1][5] 

Distance can be reduced due to dirt or fog [1][4] 

Only limited object classification  [1] 

360° LIDAR has big construction form and error prone due to mechanics [1] 

 

Ultrasonic sensors 

A third distance measurement sensor is the ultrasonic sensor. Using the principle of sending a signal 

and measuring the time until response is detected, this sensor measures distances to objects. It is 

widely used coupled with an acoustic feedback to indicate closeness towards objects in the vehicles 

way during a parking manoeuvre. Regarding highly automated driving, its use is limited in most 

scenarios due to their limitation in detection distance. 

 

ULTRASONIC – Sensor 

Advantages 

Compact and simple integration possible [1][5] 

Robust against fog, dirt, dust [1][5] 

Independent of light conditions [1][5] 

Can detect most objects regardless of their material [4] 

Low Costs [1][4] 

Disadvantages 

Comparably slow measurements, relatively slow propagation of acoustic signals [1] 

Small resolution [1] 

Highly inaccurate target velocity detection [1] 

Interference may lead to wrong sensor values in case of multiple sensors or other sources 

of ultrasound 
[1][4] 

Failure prone in case of rain or snow [1] 
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Insufficient position detection of target objects [1] 

Can only be used for very close objects [1] 

 

Camera sensors 

In the last years cameras have gained in importance due to the increase of resolution and image 

processing time, resulting in higher detection capabilities and their comparably low hardware costs. 

Camera sensor data can for example be used to generate information regarding neighboring lane 

markings and the placement of the car between them. Image processing based on camera data 

enables the object classification as well as distance detection with methods from digital image 

processing (e.g. pattern recognition and matching or stereo vision). 

 

Today’s systems rely on either one (mono) or two (stereo) cameras. The latter allows for a more 

robust distance detection, as the disparity between the two cameras can be used to get a depth 

estimation, but enforce more complex camera calibration and processing algorithms. Therefore, most 

systems use a mono camera setup and fuse the information using other sources (e.g. a radar). 

 

Alternatively, TOF-Cameras (time of flight) can be used to generate depth images. Due to their 

capability to process up to 100 images per second (typically 60 frames per second), they can be used 

for highly dynamic scenarios. Huge disadvantage comes with the low resolution, which only allows a 

reliable people detection of up to 60 meters [1]. 

 

CAMERA – Sensor 

Advantages 

High angular resolution [1] 

Strong in object detection and classification [1] 

In case of stereo cameras good relative velocity and distance [1] 

Compact design possible (mostly mono cameras) [1] 

Low (mechanical) hardware complexity [1] 

High level of detail / image resolution and high frame rate [1] 

Convenient placement behind windscreen wipers, robust against dirt [5] 

Delivers important information as traffic mostly relies on visual perception [4] 

Disadvantages 

Limited to good lighting conditions (at night additional light source is needed or thermal 

imaging) 
[1] 

Sensible to bad weather conditions (can lower both detection distance and quality) [1] 

Computational costs for image processing is high [4] 

 

 Sensor set-ups 2.1.3

Due to the need for technical solutions for automated driving, a multitude of different sensor set-ups 

has been used in the past years. These setups differ in number of used sensors, the choice of sensor 

technology and its placement. Some selected setups are introduced in the following. 

 

 

Sensor Setup Examples 



D3.2 - Report on the state of the art of connected and automated driving  

in Europe (Final) 

 

10 
 

Radar - Short Range Radar - Long Range GPS  Lidar / Laser  

Camera - Mono  Camera – Stereo V2X – Sensor   

Ultrasonic  Infrared  Maps   

Tesla 

 

Model S 

Production 

Vehicle 

[19] 

 

BMW 

 

536i 

Concept 

Vehicle 

[20] 

 

Nissan 

 

Leaf Pro-Pilot 

Concept 

Vehicle 

[21] 

 

Mercedes 

S Class 

Production Car 

[22] 

 

As can be seen by comparing the given four examples of Tesla, BMW, Nissan and Mercedes below, 

there is a great amount of variation between different vehicles and companies. Two sensor 
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placements have been seemingly established as standard: the placement of (at least) a monocular 

camera behind the windscreen and a long range radar at the vehicle front. The companies have huge 

experiences with this placement and probably good experiences with the performance since they have 

been used for multiple driver assistance systems in recent years (e.g. LDW and ACC). 

 

Furthermore, both the vehicles by BMW and by Nissan show another emerging trend: the addition of 

LIDAR sensors to the front and especially two more sensors in the area of the rear-view mirrors. This 

slightly off-body placement allows a more reliable side detection of objects and enables the sensors to 

observe a bigger area in comparison to a placement close to the vehicle chassis. 

A third observation concerns the increased interest regarding the rear of the vehicle, as (highly) 

automated driving calls for an all-around understanding of the world, especially for initiating automatic 

lane change maneuvers. 

 

Still multiple differences in design philosophy can be observed. Especially the Tesla Model S is based 

on a very camera-reliant sensor setup concept which differs greatly from the more sensor type diverse 

approaches of Mercedes or BMW. 

 

 Navigation and Localization 2.1.4

In addition to perceiving the environment around the vehicle, locating the ego vehicle in this 

environment is an important step for the execution of automated driving functions. Therefore, this 

chapter concentrates on the means of self-localization by giving a brief overview on the current state 

of the art of mapping technologies and the possibilities of estimating the current ego position. 

 

Mapping Technology 

Maps were most prominently introduced into the field of advanced driver assistance systems with the 

appearance of automotive navigation systems. Using a simple GPS-receiver and a digital map, these 

systems are able to inform the driver which route to take and to estimate the time of arrival. In 

combination with real-time data, for example via traffic message channel (TMC), it can advise the 

driver to take an optimized route, avoiding traffic jams or slow-moving traffic. 

 

These simple maps are of insufficient quality for (highly) automated driving, as these systems need 

very precise information (in the range of a few centimeters) to enable the vehicle to successfully 

navigate automatically. In addition to this, information that were originally without use, like the position 

of street poles, unique infrastructure, special lane usage (e.g. bus or bicycle lane) need to be encoded 

to allow the vehicle to locate itself and to react correctly to given traffic regulations. 

 

Therefore, multiple suppliers provide maps with the necessary features and work on further 

improvements of the accuracy. For example, the company here™ provides a service called “HERE HD 

Live Map” that splits necessary information along three layers. These layers provide information down 

to the slope and curvature of a given road, the lane marking type and roadside objects (map layer), a 

set of real-time information on traffic conditions and hazard warnings (activity layer) as well as analytic 

data regarding location-based driver behavior (analytics layer) [23]. Other companies like TomTom 

[24][25] and Sanborn [26] supply similar products. 

 

Current Location 

Two systems are usually used to identify the location of the vehicle on the digital map.  

The first system is a global navigation satellite system (GNSS). Using either information provided by 

satellites, the receiver can calculate its own position. Every satellite sends out its position in space in 
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combination with the current time. Both information, provided by at least four sources, can then be 

used by the receiver to calculate its own position on earth. 

Currently there exists a multitude of different systems around the globe. A short overview can be taken 

from the table below. 

 

Name Owner Year Number of satellites Coverage 

GLONASS [27] Russia 
1995 (GLONASS) 

2010 (GLONASS-M) 
28 Global 

GALILEO [27] EU 2014 
18 satellites in orbit,  

30 are planned 
Global 

COMPASS/BeiDou 

[27] 
China 2020 

5 geostationary, 30 

medium earth orbit 

satellites 

Regional 

Global by 

2020 

GPS [27] USA 24 30 Global 

QZSS [27][28] Japan 2017 
6-8 satellites by 2018 

10-12 by 2023 
Regional 

IRNSS [27][29] India 2013/2014 
3 geostat., 5 medium 

earth orbit satellites 
Regional 

 

Alternatively, local features that are recorded in the digital map can be used to localize the vehicle. 

The information on the surrounding structures and landmarks can be matched with information 

registered by the sensors and the sensor fusion to calculate the ego position. An example for such a 

“match system” that uses pole detection via stereo vision, vehicle odometry and a low-cost GPS 

receiver is shown in the figure below (Fig. 2). The vehicle uses its onboard sensors as input to the 

localization module together with the stored pole map (this can be one feature of an HD map 

mentioned above). After recognizing a pole by its cameras, the localization module uses the odometry 

of the vehicle to track the pole for several frames to avoid false positive detections. The core element 

in this implementation is the localization particle filter, which compares the detected pole with the pole 

map. If the detected pole and the entry in the pole map are successfully mapped, the output is 

smoothed by an additional Kalman Filter before sending the result to the controller [30]. 

 

Fig. 2: Structure of a landmark detection based localization [30] 
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2.2 Think 

The diversity of sensors around the vehicles presented in chapter 2.1, deliver various kinds of 

information, but instead of using single sensor sources it is essential to create a common, in the best 

case 360°- representation of the environment to enable automated driving. This scene understanding 

is the basis for the subsequent functional modules, namely behavior generation or decision making 

and trajectory planning. The whole central computing platform with its software modules can be 

understood as the brain of the self-driving car. 

 

 Sensor Fusion 2.2.1

As shown by comparing the advantages and disadvantages of the presented sensors in chapter 2.1, 

no single information source can create a full understanding of the environment which leads to the 

necessity of a module which combines the single sources for automated driving. Therefore, the 

technique of sensor fusion is a well-established process to cancel out the weak points of several 

sensors by combining their information to gain a more robust detection with all necessary information. 

Especially the fusion of cameras with distance measurement focused sensors like radar or LIDAR 

have a long history. This is done to not only detect obstacles and other road participants, but to also 

classify them beyond the capabilities of a single sensor. To do so, a fusion of the sensor sources is 

necessary. In general, this process takes the information gathered by two sources and a detection 

selection method (for example based on the similarity of reported object positions) and then uses the 

individual information to enhance the overall quality of the positioning. Also, information only available 

from one sensor can be added to the fused object by using a specific combination method. 

Additionally, some approaches use a prediction of past detections to obtain an additional source and 

means for tracking objects. In the following a short introduction is given focusing on the two most 

common systems: Kalman-Filtering and Occupancy Grid Fusion. 

 

Kalman-Filtering 

The Kalman-Filter is part of a so-called stochastic system and was originally introduced by Rudolf E. 

Kalman to remove noise introduced by the observing measurement system. It is applied in the domain 

of sensor fusion for its capabilities in the process of fusing information from different sensors. The 

Kalman-Filter uses a set of equations to model the probability of the change of object properties (e.g. 

position) by predicting the future state (e.g. object location after next time step) using the past state of 

the object. This prediction is then associated with the observed sensor measurements. During the final 

fusion step, this information is combined, considering the potential sensor noise. The overall fusion 

process is depicted in Fig. 3 [6][7][8][9][10]. 

The most common application of this system in the context of sensor fusion is the adaptive and 

extended Kalman-Filter which allows observing dynamically behaving objects and predict their 

movements over time [9][10]. 

Fig. 3: Kalman-Filter structure following [7][10] 
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Occupancy Grid Fusion 

An alternative sensor fusion is called occupancy grid fusion. This concept uses the idea to structure 

the surrounding of the vehicle into small cells, representing a given area around the car and its 

occupancy status, i.e. object or not. In the simplest version of this approach a grid cell can have either 

the status empty or occupied. In a more advanced version, this state is modeled by probabilities since 

sensor performance variates depending on surrounding conditions. Different to Kalman-Filters that 

calculate a predicted position of the object after the next time step, the sensor measurements are 

transformed into occupancy probabilities per cell. Using (mathematically) a beam going from the 

sensor to the detected object, cells that are crossed by the beam are either marked empty or occupied 

based on the distance information. The sets of grids that have been generated by each sensor are 

fused by calculating the cell content value (empty, occupied) and additional properties (velocity, 

direction) at the same spatial position using a special fusion algorithm [9]. 

To enable the trace of dynamic objects in this approach, a prediction is the key that synchronizes the 

content of the sensor dependent grids to the same moment in time. One unwanted effect is the 

appearance of ghost objects which can be caused by outdated position estimations, which are 

registered multiple times for the same time step. Therefore, movement direction and current velocity of 

the object is captured in the current grid cell. The detection time may be saved to the grid cell as well 

to have another measurement value available to enhance the performance [9][11][12][13]. 

An additional step that can be taken to further increase the quality of these grids is to extend the 

probabilities with a third dimension modeling the lack of knowledge of certain cells using the evidence 

theory of Dempster and Shafer [14][15]. 

 

 E/E Architecture 2.2.2

The sensor fusion described in chapter 2.2.1 requires the access to all sensors and in a best-case 

scenario the sensor information with the highest information depth available without filtering or deriving 

objects based on raw data.  

The state-of-the-art regarding E/E architecture and the communication between ECUs is mostly 

realized by a distributed approach. Each sensor has a dedicated ECU attached to it, which is 

responsible for the signal processing of the sensor and creates higher level information for the 

actuators. An example would be an ACC system which is based on a radar sensor with a dedicated 

ECU which generates longitudinal commands (e.g. acceleration/deceleration) for the engine control 

unit based on the detection of the radar sensor. The raw information of this radar sensor is nowhere 

else available except the dedicated radar ECU.  

Since for the development of a 360°-environment perception, all sensors must be available at one 

place, the introduction of a central ECU seems to be indispensable. Fig. 4 shows the shift from a 

distributed architecture to a centralized approach.  

Fig. 4: Distributed ECUs vs. Central ECU 
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Recently, Audi introduced a central ECU following this motivation in the new Audi A8 called Audi 

zFAS. A centralized ECU with heterogenous hardware adapted to each processing task. All 

environment sensors (radar sensors, front camera, and ultrasonic sensors) are directly connected to 

the zFAS and the environment representation is calculated here [14]. With this newly introduced 

central ECU, “Tomorrow” mentioned in Fig. 5 is already reached. These central computing platforms 

have to deal with a massive and still increasing amount of data and therewith the need of increasing 

processing power is still there.  

 Artificial Intelligence in vehicles 2.2.3

Already introduced in chapter 2.1, the number of sensors and therewith the amount of data increased 

a lot during the last years and will increase even more in the future and therewith the need of 

computational power will also increase. To handle this huge amount of data, new software must be 

developed beside the hardware. Thanks to the highly adapted processing chips, which are also 

available in vehicles, the techniques of machine learning can be used and are already introduced for 

several functions in the vehicle. Speech recognition has already a long history and is mainly based on 

artificial intelligence. Android Auto as an operating system for infotainment systems uses the speech 

recognition of Google which is powered by machine learning [17]. 

Beside the well-known approach of sensor fusion using Kalman filtering, this task can also be realized 

with the help of AI. Especially with the high variety of sensors in and on the vehicle and the complex 

environments, e.g in cities, learning based techniques have their advantages. A drawback of these 

techniques is the need for real-world training data, which is costly to gather and annotate. However, on 

single sensor basis, there is already AI-based software introduced in the market. One very prominent 

example for this is traffic sign recognition.  

Although AI-based functions are quite new for in-vehicle systems, the growth is expected to be 

tremendous in the next years. Not only for infotainment, which is human-machine interfaced, but also 

for the functions itself [18]. 

  

2.3 Act 

Currently all scenarios for possible failures caused by the vehicle are using the driver as an observer 

and physical backup. In case the driver does not conduct the driving task, this assumption is not valid 

anymore. Depending on the level of automation the driver cannot take over the physical driving task at 

all or not fast enough.  

Fig. 5: Development path of E/E architecture 
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 For common – not highly automated systems – the driver can take over the driving task. In this 

case the safety analysis typically could qualify the vehicle or a subsystem as “fail safe”. This is 

possible because in case of a malfunction of the vehicle the driver has the task to bring the 

vehicle into a minimum risk state. Example: In case of a malfunction of the brake booster, the 

driver has to enforce the missing braking power and bring the vehicle to a minimum risk state 

as fast as possible. 

 For future – highly automated systems – the driver cannot be considered as mechanical 

backup. In this case the safety analysis requests the system to be “fail operational”. Thus - in 

case of a possible malfunction of the vehicle - the vehicle has to bring itself into a minimum 

risk state. Consequently, there are certain “fail operational” requirements necessary: For a 

possible malfunctions, e.g. a single point failure of a system, the vehicle has to cover a 

remaining driving task to ensure a minimum risk scenario. 

The state of the art requirement for actuation systems is “fail safe”, which leads to a “serial” 

dependency of actuation systems (braking and steering) and their supporting systems as power-net 

and data-processing-net. 

Thus the state of the art of brake and steering systems  

 do not require functional redundancy in terms of using the ESP system to cover up the 

steering system within given constraints, 

 do not have strong interdependencies concerning redundancy as e.g. multiple power net plugs 

for steering systems.  

For future, highly automated systems, all solutions applying redundancy to the systems and 

subsystems highly depend on the level of automation. All solutions will be carefully selected between 

concepts for functional redundancy and internal redundancy. The redundancy distribution of the 

power-net and the data-system strongly depend on the concepts for braking and steering systems. 

The given interference leads to a considerable complexity, especially because every kind of 

redundancy or even single changes cause additional costs. 

 

2.4 Security 

With the evolution of the car from a functional machine to an interconnected vehicle with hundreds of 

nodes, security becomes a main emphasis to keep an eye on during the whole development and 

design process. 85 % of vehicles are expected to be connected to the internet by 2020 with more than 

50 vulnerable points opening the door for cybercrime [31]. With the “Jeep-Hack” and the "Tesla-Hack”, 

where researchers from Keen Security were able to take over the remote control of a Tesla Model S to 

interfere with e.g. the brakes, showed that there won’t be functional safety without a functional security 

for a connected car [32][33].  
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As security is only as strong as its weakest part, security needs to be designed into the vehicle 

structure from the beginning. It also must be maintained throughout the entire lifecycle of the vehicle, 

as depicted in the following Fig. 6: 

To secure the vehicle throughout the entire lifecycle, some actions must be taken. The key to security 

is prevention. The following actions should be taken to prevent attacks on the vehicle over the 

lifecycle: 

 

 Prevent access, e.g. using machine-to-machine (M2M) authentication and gateway firewalls, 

to ensure that hackers cannot access and tamper with the (safety critical) nodes in the vehicle. 

 Detect intruders, e.g. run-time integrity checks on the controller, to validate that the software 

is (and remains) genuine and trusted. 

 Reduce impact of any determined intruders who did manage to gain partial access, e.g. by 

isolating the network domains, to prevent that a compromised infotainment unit in one domain 

can be used to control e.g. the brakes in another domain. 

 Fix vulnerabilities, e.g. enable full vehicle over the air (OTA) update capability through the 

secure gateway, to fix vulnerabilities before they can be exploited (at large scale) by hackers. 

 

To fully enable the “secure connected car”, security should be considered on all levels of the car 

architecture (electrical axis) from the start of the design process (“Security-by-Design”) to the final roll-

out and maintenance of the car. These levels will be referred in this section, divided into four layers, 

namely Interface, Gateway, Network and Processing. The car access as classical part of security will 

be added to this 4 Layer-Model, resulting in a 4+1 Layer Model as shown in Fig. 7. For each layer, the 

next sections will detail the available technical security solutions already in the market, or soon to be 

implemented and describe what should be considered for higher levels of automated and connected 

driving.  

 

 

Fig. 6: The two axes of vehicle security 
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 Secure Interface 2.4.1

In-Vehicle Networks (IVN) are primarily based on the Controller Area Network (CAN; ISO 11898) 

today. The standard was introduced by Bosch in 1986 and still dominates IVNs in different strains (e.g. 

CAN, CAN FD). Besides the CAN standard, there are multiple other network standards that can or will 

be found in a vehicle like e.g. Flexray, LIN or Ethernet, as the most likely standard for future vehicles. 

A common network today is completely unprotected, opening the door for hackers. As soon as they 

get access to the Telematics Control Unit (TCU) or the On-Board Diagnostics (OBD) port, they can 

send spoofed CAN messages and take over control of or manipulate safety critical functions. No 

matter what network technology is utilized, its external interfaces need to be protected to build the first 

layer of defense to prevent intruders getting access. Most importantly, the communication channels 

need to be protected against data theft (e.g. by encrypting the data) and manipulation (e.g. by 

authenticating the message). In addition, the interfaces need to prevent unauthorized access, which 

involves processes like M2M authentication. 

Technically, strong M2M authentication is implemented by attaching a Secure Element to the TCU, 

building a tamper-resistant platform to prevent most advanced physical attacks. Secure elements are 

dedicated security microcontrollers with advanced cryptographic accelerators and proven advanced 

physical and electrical attack resistance that can be used to establish an end-to-end secure channel to 

the external world, e.g. using Transport Layer Security (TLS). They also act as an ultra-secure vault 

for keys and certificates. To prove the high level of security it is necessary to have 3
rd

 party 

assessment and certification in the future, like e.g. Common Criteria EAL6+ or EMVCo. Examples for 

existing secure elements are the SmartMX2 from NXP Semiconductors or the ST33 ARM SC300 from 

ST Microelectronics.  

Secure elements are typically used in combination with a microcontroller featuring an integrated HSM, 

to e.g. implement mutual authentication, establish a (temporary) session key (e.g. an Advanced 

Encryption Standard (AES) key) and the HSM is then used to encrypt and authenticate further data at 

high speed, using the session key. 

Fig. 8: Layer 1 – Secure Interfaces 

Fig. 7: The 4+1 Layer Model for Secure Connected Cars 
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 Secure Gateway 2.4.2

 

To prevent attackers from getting access to the whole vehicle network once they hacked the interface 

(like it was the case for the “Jeep-Hack”), a central gateway is needed. The network should be 

separated into subnetworks, one for each functional domain, with the gateway sitting in between these 

domains. The most important gateway function from a security perspective is its firewall, which 

separates the external interfaces from the safety-critical inner vehicle network and controls the 

communication between the different vehicle domains (networks). The gateway also includes 

accelerated crypto capability (HSM / Secure Hardware Extension (SHE)), bus monitoring, public key 

cryptography and a security software library, which can be used to e.g. authenticate a message that is 

transmitted to the electronic control unit (ECU) on destination domain by adding a signature to the 

message. 

In today’s vehicle networks, mostly based on CAN, a central gateway - besides the security factor – is 

also needed to link all functions within the network and can already be found in mid- to high-end 

vehicles. The protection offered by such a central gateway was highlighted by Marc Rogers as a key 

security feature for modern vehicles, when discussing the “Tesla-Hack” [34]. There are already several 

gateway microcontrollers on the market, like the NXP Calypso MPC5748G or the ST Chorus. Typical 

features of today’s ICs on the market contain 6 MB Embedded Flash, 768 KB in integrated SRAM and 

700 MIPS operational performance. But with the increasing workload for automated and connected 

cars a need for a 5-10 factor performance increase is expected. 

The adoption rate of a central gateway in vehicles is around 20 % today, with an expected increase to 

50 % by 2020. It should be considered a baseline security requirement for every connected car to be 

designed in the future (as part of “Security by Design”). 

 

 Secure Network 2.4.3

One way to secure current CAN-based IVNs is to use secure transceivers. These secure transceivers 

can help containing spoofing attacks by monitoring and filtering messages based on their CAN ID. 

They can also help preventing denial-of-service attacks by applying rate limitation. 

Such protection mechanisms could also be implemented with security subsystems integrated in the 

microcontrollers in the vehicle. However, the associated cost for validation and certification would be 

too high for OEM’s and Tier-1’s, making such an upgrade to all existing microcontrollers from one 

model to another impossible. Therefore, a network-centric approach would be the economical upgrade 

path. By implementing such security features at the network level, inside the transceiver, security can 

be retrofit to existing networks with existing ECUs, while significantly reducing the amount of ECU 

software re-development. 

Fig. 9: Layer 2 – Secure Gateway 
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As the car gets more and more connected, e.g. through IEEE 802.11 (V2X / DSRC), cellular 

connections (incl. Telematics), Bluetooth Low Energy (BLE) and Near Field Communication (NFC), the 

attack surface of the vehicle network further increases. To deal with that, the number of protection 

mechanisms (countermeasures) that must be implemented in the IVN is also expected to further 

increase in the future. The transformation of the car network from a security perspective in the future 

can be seen in Fig. 11. Examples of such additional countermeasures that could be applied, are: 

- Adding a message authentication scheme 

- Encryption of messages between ECUs (e.g. SecOC or MACsec) 

- Distributed intrusion detection (DIDS) 

- ECU level validation 

 Secure Processing 2.4.4

Finally, the software that is executed on the various ECUs must be secured using secure MCUs and 

microprocessor units (MPU); especially in the wake of more and more driving functions being 

transferred from the driver to the vehicle itself, the higher the automation level gets. Security in this 

case means to ensure that the software running on the processor is genuine and trusted and has not 

been manipulated. Modern microcontrollers already feature a secure boot and run-time integrity 

checking schemes using SHE and/or HSM. In addition, mechanisms for controlled lock-down of the 

MCU and ECU through manufacturing are employed to lock out debug and serial download features, 

which would be invaluable to hackers. 

To secure the processing of the connected vehicle on higher automation levels as well, a secure 

upgrade mechanism is needed. With today’s modern vehicles featuring at least 40 microcontrollers 

and over 100 million lines of code, the complexity of the system is only getting higher. Such a high 

grade of complexity can probably not be without flaws or bugs, which means vulnerabilities will be 

found over the lifecycle. To enable the OEM to fix bugs and vulnerabilities quick and seamlessly, they 

need to have the possibility to roll out fixes by performing OTA updates. Updating the software OTA 

Fig. 10: Layer 3 – Secure Network 

Fig. 11: Car network transformation from a security perspective 
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for all customers at once is not only convenient for the customer, but also saving the OEM’s high cost 

for possible recalls. The security standard for OTA updates must be high, as an altered firmware could 

cause serious damage to a high number of vehicles at once. 

 

 Secure Car Access 2.4.5

Secure car access is the traditional part of security in a car. Traditional car keys and immobilizers 

helped preventing intruders from getting physical access to the car (esp. to prevent theft). Today, car 

keys feature Passive Keyless Entry (PKE), a feature that ensures that the car is locked and secured 

as soon as the driver exits and leaves the surrounding of the car. Soon, they will be equipped with 

even more additional features, for example to enable remote vehicle monitoring, or to enable car 

access via NFC or BLE with a mobile device like a smartphone or wearable. 

 

 Conclusion Vehicle Security 2.4.6

With vehicles transforming into automated and connected vehicles, a new era in terms of complexity 

and connectivity is dawning. These vehicles are even more vulnerable to new kinds of (cyber-)threats 

from the outside, which already exist today, as shown by several hacks in the near past. These hacks 

indicate that security is often still an afterthought – something that must change, especially in the light 

of the wireless connectivity that opens new entries for hackers into the vehicle networks. There won’t 

be functional safety without functional (cyber-)security for the connected car. The increasingly complex 

software to secure a car needs a matching hardware as a trust anchor. Therefore, the car of the future 

needs security-by-design – next to the existing safety-by-design. 

With some technologies being already available and state-of-the-art, the complete design of vehicle 

security still needs to be implemented. This encompasses secure interfaces, using a secure element 

as a tamper-proof trust anchor, physically and electrically isolated networks using a central gateway 

with firewall, secure networks with bus monitoring and cryptographic capabilities of a secure 

transceiver or microcontroller for message authentication and secure processing on the 

microcontrollers, with trusted software running in a protected environment. These four generic layers 

are presented as logical sequential steps; however, they don’t represent a sequential implementation 

order. Decisions on the implementation order for respective car architectures are subject to individual 

vehicle threat analysis. 

 

 

Fig. 12: Layer 4 – Secure Processing 
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2.5 Communication / Connectivity 

All techniques mentioned in chapter 2.2.1 are based on onboard sensors and devices as a basis for 

automated driving functions. Nowadays these functions are enhanced by adding a connectivity layer. 

Intelligent Transport Systems (ITS) use technologies that allow road vehicles to communicate with 

other vehicles, with traffic signals and roadside infrastructure as well as with other road users. The 

systems are also known as vehicle-to-vehicle (V2V) communications or vehicle-to-infrastructure (V2I) 

communications, summarized as V2X. This concept was already tested in several large-scale pilots 

like e.g. the “European Truck Platooning Challenge” that was connecting trucks via the 802.11p 

standard to reach more safety, less emissions and a better use of infrastructure. 

The main concept is that the “Secure Connected Vehicle” (car, truck, bus etc.) becomes part of a fully 

connected hybrid communication system, including intelligent road infrastructure, distributed sensors 

as well as private and public control centers. Each node of this extended network can exchange data 

and information with the other nodes, and with this create a distributed cooperative environment. This 

is considered to be the main enabler for a plethora of innovative ICT services for the local public 

administrations, the mobility-related businesses and, eventually, for the end users. In the general 

context of IoT, there is a need to exchange information among different ICT systems using 

combination of technologies. 

With data analytics processing and hazard warning generated from the increased information 

available, these systems have a strong potential to improve road safety and the efficiency of the road 

transport. Because of these expected benefits and considering the overall relatively moderated costs 

linked to deployment, there is a strong interest in enabling a fast move at European scale that will 

translate into market production and early deployment.  

The European Commission has set a very high priority in its agenda for all these deployments aiming 

at the establishment of a European-wide shared view and has been very active with regulatory, 

standardization actions and financial support of R&D and pilots. 

 

Particularly relevant in this perspective are two Technical Reports of the European 

Telecommunications Standards Institute (ETSI) produced at the end of 2016 that offer an overview of 

the current state of the art of the available standards. They are based on the analysis of use case 

families selected for the IoT Large Scale Pilots (LSPs). The specific objective of the two reports is 

indeed to support Large Scale Pilots (LSPs) taking into account the needs of vertical market.  

The two reports are: 

• TR 103 375 V1.1.1“SmartM2M; IoT Standards landscape and future evolutions” [35]    

• TR 103 376 V1.1.1 “SmartM2M; IoT LSP use cases and standards gaps“ [36]    

 

Another relevant document is the 5G-PPP white paper on “5G Automotive vision” that offers a point of 

view from both, the automotive and the telecom industry on how 5G will enable the next generation of 

connected and automated driving and new mobility services; identifies the limitations of present 

wireless technologies and describes the key research and innovation areas that need to be explored 

and advanced in order to realize this 5G automotive vision [37]. 

 

 Overview of 5G 2.5.1

The telecommunications sector is characterized by an overwhelming evolution, favored by the 

evolution of semiconductor technologies and their respective processing and memory capabilities, 

optics, radio and information technology.  

The development of the Internet as a global network has changed many telecoms usage scenarios 

and, along with the spread of broadband and then ultra-wide, has begun innovation through pervasive 

digitization in all industries, as well as in the media, information, work and study, to which exponential 

growth of traffic and services is followed. 
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In the past, the evolution of mobile radio systems has occurred with two elements in mind: migration to 

transmission and control IP, and performance growth (bitrate and latency). 5G is a more complex 

phenomenon that includes many innovations in technology: 

• software networking, which aims at simplifying and developing and deploying agility, also has 

the ability to allow platforms to be increasingly opened by transforming Telco vertical systems into 

flexible programmable platforms, whose features are open to third parties; 

• the development of wireless access that allows the exploitation of new bandwidths and to 

achieve conditions comparable to those of fixed access; 

• the evolution of transport networks based on an increasingly integrated and flexible use of 

fiber and IP technology; 

• the development of the "Internet of Things" revolution, the world of "connected" sensors and 

actuators, which includes many sectors: smart cities, healthcare, smart homes; Scenarios where 

potentially each subject is connected to Digital Life; 

• a new development mode, where in addition to standardization bodies, Telco work directly 

with industries, both to reduce time between standardization, development and market to meet and 

develop their requirements, to be brought back to standards to ensure market success. 

 

5G is the next generation of mobile communication technology. It is expected to be defined by the end 

of this decade and to be widely deployed in the early years of the next decade. There are many great 

researchers studying 5G and its component technologies – in funded EU projects, national programs, 

individual companies and research institutions. 

 

 5G-PPP Automotive Vision 2.5.2

The 5G-PPP White Paper on Automotive Vision has been produced with the contribution of 

representatives from both the automotive and the telecom industry. It provides their vision on the use 

of 5G for the next generation of connected and automated driving and new mobility services, identifies 

the limitations of present wireless technologies, and describes the key research and innovation areas 

that need to be explored.  

 

The following will only give some ideas of the document’s contents, please refer to the document itself 

for more details [37].  

 

Key transformations 

The document analyses the key transformations happening in the automotive industry, in particular the 

different classes of services that are evolving such as: Automated driving, road safety and traffic 

efficiency services, digitalization of transport and logistics, intelligent navigation, information society on 

the road; and the new arising business models such as: 

- “Pay as you drive” in which the driving service cost is related to the actual usage of the 

vehicle; 

- “Mobility as a Service (MaaS)” in which mobility is seen as a global solution for users 

according to their actual needs and mobility conditions in real time. 

- “Predictive maintenance” in which the information collected from sensors and predictive 

analytics will enable long-term services offering entire solution where maintenance, repair and 

customer support follow customers along the life of the products. 

 

Use cases 

For the Automated Driving class of services the following significant examples of the benefit of the use 

of 5G are presented: 
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- Automated Overtake: performing such kind of manoeuvres safely both in the highways and in 

two-way roads requires cooperation among vehicles on multiple lanes to allow the overtaking 

vehicle to quickly merge onto the lane corresponding to its direction of travel in time to avoid a 

collision with an oncoming vehicle. 

- Cooperative Collision Avoidance: in this service, different individual actions based for example 

on controlling the longitudinal velocity and displacement of each vehicle along its path might 

lead to additional collisions or uncontrolled situations due to individual actions performed 

without coordination. Hence, all involved vehicles should compute the optimal collision 

avoidance actions and apply them in a cooperative manner. 

- High Density Platooning: this service requires cooperation among participating vehicles in 

order to form and maintain the platoon in the context of dynamic road situations. High Density 

Platooning reduces the current distance between vehicles down to one meter. Since on-board 

sensors are not able to cope with such short distances, vehicles within a platoon will 

constantly exchange their kinematic state information in real time.  

 

Technical requirements 

The document presents the technical requirements associated with the V2X use cases for the different 

class of services detailing the context of the use case (background), the security requirements and the 

key technical parameters among the following:  

- End-to-end latency (ms) 

- Reliability (10-x) 

- Data rate (Mbit/s) 

- Communication range (m) 

- Node mobility (km/h) 

- Network density (vehicles/km2) 

- Positioning accuracy (cm) 

 

For the use cases of automated driving presented above, the requirements identified in the report are 

the following: 
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Another relevant information to be considered is physical conditions under which KPIs must be 

achieved such as distance and relative velocity of transmitting and receiving vehicles, vehicle density 

and offered load per vehicle – depending on the scenario. 

For the different kinds of scenarios: urban, sub-urban and highway, the conditions under which latency 

and reliability figures should be achieved are presented in the table. 

 

 
 

Limitations of existing communication technologies 

The document presents an analysis of the existing communication technologies summarizing the 

strengths and weaknesses of IEEE 802.11p and 3GPP LTE, with and without ProSe (Release 12). 

IEEE 802.11p has the desirable features of not relying on network infrastructure (other than for 

security management and Internet access) and being fully distributed with the consequent benefits of 

not posing a traffic bottleneck or single points of failure as is the case with an infrastructure-based 

approach such as LTE. On the other hand, the uncoordinated channel access strategy used by 

802.11p is unable to fulfill the (deterministic) latency, reliability and capacity requirements of future 

V2X use cases, which may only be achieved by means of a coordinated channel access strategy (i.e. 

involving a scheduler) and with admission control, both of which are integral parts of LTE. 

ProSe Direct Communication via E-UTRA sidelink appears to be the most promising way forward for 

V2X, as it combines the best of both worlds. However, the ProSe specification (Release 12) has not 

been designed with the stringent requirements of vehicular use cases in mind. Thus, new technology 

solutions are needed to make ProSe capable of satisfying tomorrow’s V2X communication 

requirements.  

 

Transformation of business model 

Concerning new business models, the white paper discusses the transformation of business models 

and evolution of business roles around 5G and automotive industries.  

In particular 5G is seen not just as a new generation of technology, but as a new communication 

paradigm with the user at the center. 5G is rather seen as a future internet, the infrastructure platform 

supporting a variety of new services for all citizens worldwide, and not only the next generation of 

mobile broadband networks. 

The increasing levels of Advanced Driver Assistance System (ADAS) functionality and mobility 

performance using this ‘digital infrastructure’ will lead to a transformation of mobility from both local 

and regional networks, through very localized, highly reliable connectivity between cars and the 

infrastructure [37]. 
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 Legal Layer 3

As already mentioned in the introduction, beside the technical feasibility to create an automated 

driving function in higher automation levels (SAE level 3-4), it is essential to adapt the laws globally 

(EU and international regulations) and in each EU member state. 

 

3.1 Legal status of connected and automated driving in Europe 

European legislation on traffic in general is the subject of an UN convention, the Vienna Convention 

from 1968. This convention is the main legal basis for regulation in the EU and its member states. It is 

necessary to look at the current legal status including potential roadblocks for connected and 

automated driving in Europe and what has already been done to enable connected and automated 

driving within the convention. Besides that, a look into national regulations regarding connected and 

automated driving and its testing possibility is important to round up the legal status, especially for UK 

and Spain, as they are the only EU-members who didn’t ratify the Vienna Convention. To complete the 

picture of Europe’s legal frameworks on connected and automated driving, a short overview of 

international legislation and other regulation areas that have to be observed will follow. 

 

 Vienna Convention & United Nations Regulation UN-R 79 3.1.1

The Vienna Convention on Road Traffic is an international treaty to facilitate international road traffic 

and increase road safety by establishing standard traffic rules among the signatories [38]. It replaced 

the Geneva Convention on Road Traffic and was signed in 1968. It is signed by 74 parties as of today, 

including the EU and all their member states - only the UK and Spain did not ratify it.  

The Vienna Convention, as a nearly 50 years old regulatory framework, had and still has some 

roadblocks for connected and/or automated driving. The main roadblocks are in particular: 

 

 The need of a driver to maintain permanent control of the vehicle (Article 8) 

 Keeping a certain distance between two vehicles while driving (Article 13) 

 The technical requirements of vehicles (Article 39) 

 Regulation regarding the steering system (UN-R 79) 

 

A first amendment that started back in 2014 was completed on March 23
rd

, 2016 which enables the 

possibility of a system taking control of the driver’s task, e.g. automated steering up to 10 km/h for 

Fig. 133: Contracting Parties of the Vienna Convention 
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parking scenarios. It was incorporated in the Articles 8 and 13 and was a first big step to enable 

automated driving. Article 8 was extended by paragraph 5 which is as follows: 

 

“Vehicle systems which influence the way vehicles are driven shall be deemed to be in conformity with 

paragraph 5 of this Article and with paragraph 1 of Article 13, when they are in conformity with the 

conditions of construction, fitting and utilization according to international legal instruments concerning 

wheeled vehicles, equipment and parts which can be fitted and/or be used on wheeled vehicles* 

Vehicle systems which influence the way vehicles are driven and are not in conformity with the 

aforementioned conditions of construction, fitting and utilization, shall be deemed to be in conformity 

with paragraph 5 of this Article and with paragraph 1 of Article 13, when such systems can be 

overridden or switched off by the driver.” 

 

Article 39 was amended in a similar way.
1

 Through this amendment automated driving is possible to a 

certain extent, when the driver has the possibility to override or switch the system off at any time. 

Besides that, the system that takes over driving duties has to fulfill certain technical requirements. 

Fully autonomous driving without a driver being present is not possible with this first amendment. To 

enable connected driving in its entirety, especially on SAE Level 4 and 5, a second amendment of this 

articles would be necessary. This future amendment has than to extent the definition of a vehicle 

driver in Art. 1 v) to a vehicle system which has full control over the vehicle from start to finish (which 

has obviously to comply to the ECE Regulations and Global Technical Regulations). 

 

Furthermore, there are more roadblocks hindering the forthcoming of connected and automated 

driving from a legal standpoint. These are Article 13 and especially UN-Regulation 79. 

 

Article 13 regulates the speed and distance between vehicles. It states at least three problematic rules 

for connected and automated driving. 

 

 Paragraph 1: “Every driver of a vehicle shall in all circumstances have his vehicle under 

control so as to be able to exercise due and proper care and to be at all times in a position to 

perform all manoeuvres required of him.” 

 Paragraph 5: “The driver of a vehicle moving behind another vehicle shall keep at a sufficient 

distance from that other vehicle to avoid collision if the vehicle in front should suddenly slow 

down or stop.” 

 Paragraph 6: “Outside built-up areas, in order to facilitate overtaking, drivers of vehicles or 

combinations of vehicles of more than 3,500 kg permissible maximum mass, or of more than 

10 m overall length, shall, except when they are overtaking or preparing to overtake, keep at 

such distance from power-driven vehicles ahead of them that other vehicles overtaking them 

can without danger move into the space in front of the overtaken vehicle.” 

 

Paragraph 1 is problematic as it requires the driver to be in control “at all times” which won’t be 

necessarily the case when a system takes over. An amendment similar to the amendment to Articles 8 

and 39 should follow. Paragraphs 5 and 6 are e.g. problematic for certain use cases of connected and 

automated driving like “Platooning”, which has already been tested successfully [39]. Connectivity 

between vehicles and their automation allows to decrease the distance between them (especially for 

trucks), resulting in fuel reduction and therewith reducing emissions and an improvement of the traffic 

flow in combination with a lower usage of space on the road. Platooning is a major step towards C-ITS 

                                                      
1

 Article 39 paragraph 1 was extended as follows: “When these vehicles are fitted with systems, parts and equipment that are in 

conformity with the conditions of construction, fitting and utilization according to technical provisions of international legal 

instruments referred to in Article 8, paragraph 5bis of this Convention, they shall be deemed to be in conformity with Annex 5.” 
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and a bridge-technology on the way to fully automated fleets. The distance in this use case is too short 

for a human driver to react in case of emergency. Therefore, this article would need an amendment 

regarding the technical solutions already in place. 

 

The last main roadblock is UN-R 79 (“Uniform provisions concerning the approval of vehicles with 

regard to steering equipment”) in general and Annex 6 (“Special Requirements to be applied to the 

Safety Aspects of complex Electronic Vehicle Control Systems”) of this regulation in particular [40]. It 

prohibits automated steering functions in most use cases. Several amendments were already issued 

by member states, signatories and the EU [41] for ADAS functions such as Lane Keeping Assist 

System [42]
 
or Automatically Commanded Steering Function over 10 km/h [43]. But most amendments 

are not in effect yet and do not cover all necessary modifications to allow automated driving, especially 

regarding level 4 and 5. Furthermore the modification of UN-R 79 is done in a fragmented way by 

several players. Hence it would make sense to have one holistic approach to an enclosing amendment 

of UN-R 79 for automated steering functions, preferably by the EU in collaboration with the UN. There 

are five types of automatic steering functions that have to be covered: 

 

1. Automatic parking systems up to 10 km/h (already legal) 

2. Automatic steering function initiated or activated by the driver to keep the vehicle in lane with 

(already legal) and without driver interaction 

3. Systems that extent No. 2 and include single manoeuver (e.g. lane change) when activated by 

the driver 

4. Systems that include a steering function with the ability to indicate and execute it after driver’s 

confirmation 

5. Systems that cover functions initiated or activated by the driver with the ability to continuously 

determine manoeuvers and complete them for extended periods without intervention from the 

driver 

 

 National Regulation 3.1.2

In reaction to the Vienna Convention restricting the development of connected and automated driving, 

but allowing systems under certain circumstances after the amendment, several countries have set up 

programs and/or made changes to their automotive regulations to allow Field Operational Tests 

(FOTs) in real environment and in some cases even further. One main starting point was the 

“Declaration of Amsterdam”, where the transport ministers of all 28 member states of the European 

Union adopted an agreement how to develop self-driving technology on April 14
th
, 2016 [44]. 

 

Austria:  

In June 2016, the bmvit (Federal Ministry of Traffic, Innovation and Technology) published its action 

plan on automated driving for Austria [45]. One of the four pillars in their structural approach is the 

testing infrastructure and legislation. One of the first steps in the 2-year plan was the amendment of 

the “Kraftfahrgesetz” from 1967, the national legislation on road traffic. This amendment (“33. KFG-

Novelle”) regarding automated driving was already done on August 1
st
 2016. With this amendment of 

The aim is to work towards the removal of barriers and to promote legal consistency. The 

legal framework should offer sufficient flexibility to accommodate innovation, facilitate 

the introduction of connected and automated vehicles on the market and enable their 

cross-border use. 

Declaration of Amsterdam, Joint Agenda 
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§102 III Kraftfahrgesetz by adding two paragraphs, the driver is now allowed to transfer certain tasks 

to a system if the system is allowed or it fulfills the requirements for testing purposes. The driver is 

responsible to take back the driving tasks at any given time [46]. 

To further coordinate the development of automated driving, the bmvit also founded a national contact 

point for automated driving with AustriaTech. The action plan further includes use cases and 

measures regarding testing possibilities and digital infrastructure. 

 

France:  

France was one of five countries to accelerate the amendment of the Vienna Convention. The national 

law (IX Article 38 of law No 2015-992) was amended on August 3
rd

 2016 to enable the testing of 

automated vehicles or “vehicle with total or partial delegation of conduct” (“véhicule à délégation 

partielle ou totale de conduit”; VDPTC) as they are called in France [47]. Testing on public streets is 

allowed if the tests are performed by STI manufacturers and the liability is regulated. 

Automated driving is also part of the “Nouvelle France Industrielle”, stating that France aims to make 

its automotive industry and road transport a pioneer in this realm. 

 

Finland:  

Finland has one of the most progressed laws regarding automated driving. The testing of automated 

vehicles of all levels is possible on Finnish roads. You only need to acquire a test plate certificate 

which is valid for one year. The driver is even allowed to stay outside of the vehicle. If there are liability 

issues, the driver is the person who makes decisions on the movement of the vehicle. The 

coordination of testing and application for test plate certificates is done by Trafi, the Finnish Transport 

Safety Agency [48]. 

 

Germany:  

The German Federal Ministry of Transport and Digital Infrastructure initiated the “Round Table 

Automated Driving” back in 2013. One main emphasis is the regulation of road traffic regarding 

automated driving. In 2015 the Ministry published its “Strategy autonomous and connected driving”. 

Measures regarding the law are: 

 Further amendments of the Vienna Convention (e.g. the definition of the driver in Art. 1, raise 

the speed limit for automated steering to 130 km/h, further amendments to UN-R 79) 

 Completely enable automated and connected driving within the German law 

 Alteration of the liability risks where necessary 

 Adoption of the driving training to the new demands of automated driving 

 Adoptions within the permission system for cars 

Furthermore, Germany has a test track for automated driving on a highway in Bavaria called “Digitales 

Testfeld Autobahn”. Finally, the Ministry issued funding to several cities to further widen the “mobile 

testing fields” from the highway to the urban areas (e.g. Karlsruhe, Braunschweig, Hamburg, 

Düsseldorf or Berlin) [49]. 

 

In March 2017, the German lawmakers amended the “Straßenverkehrsgesetz” in order to establish a 

first legal basis for automated driving in public space. The new law allows automated and connected 

vehicles on public streets, if they are also allowed under international conventions signed by Germany 

(e.g. Vienna Convention) or if a special allowance under Art. 20 of Directive 2007/46/EC [50]. 

 

Netherlands:  

The Netherlands amended their law to enable large scale tests on public roads in 2015. This is done 

in a joint approach by RWS (Rijkswaterstaat - National Road Authority), RDW (Dutch Vehicle 
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Authority) and the Ministry of I&M (Infrastructure and Environment). Companies who want to use 

public roads for large scale tests must demonstrate that their tests will be conducted in a safe manner 

beforehand. Decisions regarding the permission are being made on a case-by-case basis by RDW 

[51].  

Spain:  

In November 2015, Spain regulated, by way of Instrument (Instrucción) of the Directorate-General for 

Traffic (DGT), the legal framework for on-road testing of driverless vehicles in Spain. The Instrument 

regulates the requirements for the application and granting of authorisation for autonomous vehicle 

tests and trials on public roads. This is a nation-wide authorisation that defines the sections of urban 

and interurban road on which the vehicle can be tested and trialed. The authorisation has a maximum 

validity of 2 years with the possibility of successive renewals [52]. 

As for the requirements, the autonomous vehicle must hold valid insurance covering the compulsory 

insurance limits for motor vehicles in Spain, as well as civil liability for any damage caused. It requires 

the autonomous vehicle to have passed with a technical service provider accredited by the National 

Accreditation Body (ENAC). Despite Spain has never ratified the Vienna Convention, there is no 

difference regarding the other EU member states. 

 

Sweden:  

The Swedish government launched “Drive Sweden” in 2015. “Drive Sweden” is an innovation program 

with a holistic approach to drive the evolution towards a transportation system based on automation, 

digitization and servification. The program includes the “Drive Me” initiative, the world’s first large-scale 

autonomous driving pilot project in which 100 self-driving Volvo cars will use public roads in everyday 

driving conditions around the Swedish city of Gothenburg [53]. 

UK:  

The development of the law in the UK should be followed closely, as the UK is not part of the Vienna 

Convention and after the Brexit the UK is expected to push even more for a leading role in the domain 

of automated driving. The starting point, and the state of the art, for automated driving in the UK is the 

Code of Practice called "The Pathway to Driverless Cars: A Code of Practice for testing”. The Code of 

Practice regulates automated driving to a wide extent. It contains general requirements (e.g. safety, 

insurance), test driver and operator requirements (e.g. license, times, operation) and vehicle 

requirements (e.g. data protection, cyber-security, failure warnings). Up to today, a driver is necessary 

at all times, thus making it not much different from other regulations, even if it is more detailed [54]. 

In early 2017 the UK Government published its “Modern Transport Bill” to encourage investments in 

driverless, electric cars and ensure insurances to be available to users of driverless vehicles. The Bill 

is one way the Government, which expects the development of driverless cars to play a vital role in the 

country's economic future, is pursuing the growth of the technology. According to transport secretary 

Chris Grayling the bill should also help Britain to become a world-leader in autonomous driving 

technology [55]. 
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3.2 International Regulation 

To see the bigger picture, international regulations are reviewed as well in the following chapter. 

 

 USA 3.2.1

The federal system in the USA causes a fragmented regulation of automated driving. On the one hand 

the U.S. Department of Transportations (DOT) and the National Highway Traffic Safety Administration 

(NHTSA) released a “Federal Automated Vehicle Policy” in September 2016 to create a coherent 

regulation across the country. The focus of the policy is roadway safety, including modern regulatory 

tools for possible future steps towards automated driving. With this, the states are finally the ones 

responsible to enable automated driving on public roads, with divergent approaches and results [56]. 

Only half of the States are debating bills regarding automated driving, with only nine states authorizing 

automated driving on their streets and two with an executive order on this matter. 

 

 

 

 

Nevada was the first in 2011, California, home of the Silicon Valley, can be considered the frontrunner 

nowadays with bills regarding automated driving already enacted and several bills under 

consideration. Most states define autonomous vehicles stating, they are not prohibited and therefore 

allow testing on public roads [57]. 

 

 Japan 3.2.2

Japan has a cross-ministerial Strategic Innovation Promotion Program (SIP) of Automated Driving for 

Universal Services (SIP-adus) being one of eleven themes within the program, allocating 

approximately 22.5 M€ to this theme [60]. In May 2016, the government released a guideline for self-

driving vehicles. The guideline enables testing on public roads, as long as a driver is present. Fully 

automated driving will probably not be allowed until the liability is clarified. Fully autonomous cars will 

also be excluded from the large FOT beginning in 2017 (extending over a 300 km range and several 

test tracks) as well [58]. For 2017 the government aims for a new guideline including liability rules and 

other legislative revisions to be passed until 2019. Furthermore, the testing of partially automated 

trucks and driverless busses and taxis on public roads is said to become possible within this year. The 

government aims for automated truck convoys between Osaka and Tokyo and driverless 

transportation of people until Japan hosts the Olympics in 2020 [59]. 

 

Fig. 144: US states with enacted autonomous vehicle legislation © NCLS 
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 South Korea 3.2.3

In South Korea, the regulatory restrictions are still quite high. Under the current law, testing of 

autonomous vehicles is only allowed on certain streets, with a driver permanently in the car and a 

special license needed – for the car and the driver. The first such license was given to Hyundai in 

March 2016, with only 8 licensed cars back in November 2016. The licenses are valid for 5 years [61]. 

 

 China 3.2.4

The law in China prohibits automated cars on public streets in general. Even testing is not allowed. 

There is no regulation as of today, only a draft version. It is still unclear which ministry will take 

leadership for the regulation of automated vehicles and at which point in the future the draft version 

will materialize into effective laws. 

 

3.3 Other regulation areas to be observed 

Besides the legislation and regulation for traffic and testing of automated and connected vehicles, 

there are more legal frameworks to be observed and considered for changes, especially for level 4 

and 5. 

 

 Liability 3.3.1

Liability is the main problem when it comes to accidents with an automated car. So far, and that is 

valid for all national regulations including testing, the driver is responsible and therefore liable. But with 

the automation of cars setting its sight on level 4 and 5, there will be no driver performing the actions 

of a driver as we know him today anymore. The question who is liable at this point has to be resolved 

by then. The discussion is already ongoing. One European framework that has to be considered is the 

Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and 

administrative provisions of the member states concerning liability for defective products. An 

evaluation is foreseen for the first half of 2017 and will involve an evidence-based assessment of 

whether the Directive is 'fit for purpose', particularly where new technological developments are 

concerned. The question “where does liability lie in the event of an accident if the driver is not in 

control?”, the OEM, Tier1, Tier2 or someone else is the key. The use case of automated driving has to 

be part of the evaluation for the years 2016-2020 with an amendment following. Another possibility 

would be a new regulation only for connected and automated driving. 

 

 Insurance 3.3.2

Another open question is, how driverless cars should be insured. A car-insurance today only covers 

damages occurring while a driver is in control and the insurance system aims in wide parts towards 

the question who is responsible for the damages. Furthermore, the rates paid for insurances are 

dependent on the driver (e.g. his age, crash history etc.) who will not be in charge anymore with a 

driverless car. Therefore, a complete renewal of the insurance system is necessary and should be 

discussed beforehand to keep up with the speed of technical development. So far, discussions are 

ongoing and groups are forming to gather all needed information to set up an insurance system for 

automated and connected vehicles [62]. However, for a suitable insurance system to be set up and 

offered to customers, the aforementioned liability question must be solved. 
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 Personal Data Protection/Data Security 3.3.3

As soon as automated cars are connected, which will be the case from the early stages on and getting 

more and more while automated and connected cars develop and evolve, there will be a huge amount 

of data generated. Forecasts assume a production of 25 Gigabyte per hour, mostly personal data such 

as speed, location, routing, driving behavior or media consumption. 

 

 

The data will lead to new business models and core questions regarding privacy and the use of big 

data. Who stores the data? What mechanisms must be in place to protect the data? What can the data 

be used for? And is it enough to pseudonymize them in order to use them? All these questions must 

be answered. It has to be seen if the “General Data Protection Regulation (GDPR) of the European 

Parliament and the council” in combination with the “Directive on the protection of individuals with 

regard to the processing of personal data and on the free movement of such data” will cover all issues 

or if there has to be another regulation and directive set up for connected and automated driving [63]. 

 

 Type Approval 3.3.4

Directive 2007/46/EC is setting a framework for the approval of motor vehicles and their trailers, of 

systems, components and separate technical units. Under this umbrella, member states have set up 

processes applied by national authorities to certify vehicles for their use on public streets. Nowadays 

these type approvals revolve around the core functionality of the car, especially its mechanics. With 

the connection of the car to the internet and its surroundings, other functions will need an approval as 

well. One main topic that has to be covered is the (cyber-)security. The connected car is vulnerable to 

attacks from the outside and therefore has to be secure in order to ensure its functionality and 

ultimately its safety. Furthermore, the autonomous functions such as steering, breaking or V2V-

communication must be tested and certified on a regular basis. Over-the-air software updates also 

have potential to substantially alter the functions and technical capabilities of a vehicle. These new 

developments need to be taken into account in future revisions of the Directive. 

 

 Other national regulations revolving around automated driving 3.3.5

Finally, there are a handful of regulations in each member state revolving around the car such as the 

driving license or the car maintenance. All those regulations have to be adapted to the new 

requirements. 

 

 

Fig. 155: Data generate by connected cars compared to data usage of online activities per hour 
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 Conclusion 4

After reviewing the technical and legal layer of connected and automated driving, it is obvious that 

neither all technical problems are solved nor the legal framework is ready to allow highly automated 

vehicles on public roads. But it is noticeable that in both layers, there are big efforts taken to path the 

way for automated driving.   

For the technical layer, it can be stated that there are several sensor technologies available, which 

differ firstly in their physical measurement principle. With regard to highly automated functions and 

therewith the need of functional safety, it is wise to combine sensors with different sensor principles to 

establish redundancy. Most of the current sensor setups consider this, but there are still very big 

variations between OEMs and also in current test vehicles. This indicates that there is not only one 

solution for automated driving, but many different ones adapted to their use cases and also dependent 

on their strategy. To summarize, the development on environment perception will continue 

continuously in the next years and also new sensor technologies will come up to enhance this task.  

Two further topics of essential importance are security and connectivity. Technical solutions are ready 

in both cases, but with a lack of implementation and room for development. Security must be 

considered as natural part of the safe and connected vehicle. For connectivity, there is already a 

solution available, but not yet used besides some large-scale pilots with the 802.11p standard. In 

addition, the 5G standard is on the horizon, as another technology to realize not only a connected 

vehicle, but a connected traffic system. It has to be seen, if one technology will be able to cover all 

requirements, or if a combination of 802.11p together with a future LTE standard (like e.g. 5G) will be 

the solution to cover all requirements and enable all use cases for safe connected and automated 

driving. 

As already indicated, even if all technical challenges are solved the legal layer has also to be adapted 

in the right manner to allow high automated vehicles on the road.  

Concluding the legal layer, it has to be seen that the Vienna Convention and attached regulations on a 

global level as well as European regulations are in the midst of the development regarding automated 

driving. First amendments are already implemented to keep up with the technical development of 

automated and connected driving and to facilitate various ADAS functions that are already available. 

But to enable the “car of the future” to drive on public roads, some major steps are still ahead. Taking 

the long duration of law-amendments into account and to prevent further legal differences with the 

member states that already exist, the process has to start immediately. 

Besides the regulations regarding the technical requirements the topics of liability, insurance, data 

protection, type approval and some other topics described above, have to be solved in the near future. 

Most regulations will “interact” with one another, therefore it is important to have a holistic overview to 

create a common roadmap not only for the technical development, but for the legal development with 

all its facets as well. 
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